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Now that most companies have made significant progress in protecting

their networks from the outside world, there is more of a need to shield AGUMEN
these networks from threats that originate on the inside. An increasing EC.||LJ'EIDI’-IS
number of threats are seen to come from within companies than ever

before. Acumen Solutions, a leading business and technology L—/ ®
consulting firm, has been helping clients secure their networks for over

eight years and shares some of the lessons learned with you in this quiz. Take this quiz to test your own
NAC IQ.

N

. What is the best method for deciding who is allowed on your network“.?
€ Physical device on authorized users' PCs
(" Installed client software on authorized users' PCs

(!IP addresses

a
b
C
d. [ Risk based network software analysis
e. ([ Some combination of the above

f.

("' None of the above - it is impossible to control

N

. Which approach does a better job of monitoring your network's "health"?

a. [ Software that ensures that each device/PC has installed virus protection
b. (_ Software that determines whether or not the devices attached have a virus

3. Penetration testing is the best way to identify network security vulnerabilities.
a. (True
b. (False
4. Can software running on or near the network client "lie"?
a. (Yes
b. (No
5. What is the most common flaw that leads to security breaches of your network?

(" Lack of continuous enforcement
(" Weak authorization techniques

(" Malicious employees

a
b
c. (Lackof organizational governance policies
d
e. [ Other

6. What is the safest and fastest remediation strategy when network access® has been prohibited to

CAREERS [k

NWC IMMERSION CENTERS

NETWORK ACCESS CONTROL
VIRTUALIZATION

APP PERFORMANCE OPTIMIZATION
DATA CENTER

DATA PRIVACY

" ® CAREER CENTER

Overworked and under-appreciated? Open | Close

( FO R I-r‘ BY |T} The Best of Network Computing Online

Today's Most Popular Stories

* Tech Road Map: OSGi Spreads Its Wings

* Rolling Review: Quest Software Foglight

* Rolling Review: Network General

* Rolling Review: Automated Patch Management Applications
Today's News Analysis

« Consentry's updates LANshield OS

« Can IBM Bring the Semantic Web to Notes and Outlook?

« Software AG Buys Part of Jacada, But Why?

« Fibre Channel over Ethernet Gets Nudge From Intel

REPORTS ANALYTICS
Analyize In-Line NAC = Plan and design your
strategies and :) enterprise blade
products. - server deployments

NetSec

June 11-13, 2007
Scottsdale, AZ
The Phoenician

Free Gartner research

Free research on Risk Intelligence, Risk management
strategy download.

www.Gartnerinfo.com

Download Sniffer Demo

Start Troubleshooting Today And Improve Your Network
Performance.

www.networkgeneral.com

Free Data Security Kit

Protect data anywhere - at rest, in motion or at the
endpoint.

vontu.com

#ds by Google

NetworkComputing Marketplace (Sponsored Links)

HelpDesk or Customer Support
Web based IT HelpDesk with Asset Mgmt or Customer support
Software with Account & Contact mgmt.

Advertise With Us

http://www.networkcomputing.com/itexam/immmersion nac quizl.jhtml

Page 1 of 3



Network Access Control (NAC) -- Network Computing Immersion Center: IT Exam

a user(s)?
a " Auto remediation software
b. " Force client to call the help desk
[ F Dump clients to a directory where they can research and download fixes
d " Automated tools that catch the user's attention, alerts them to what is going on and walks

them through whatever it takes to get them onto the network

7. What is the safest and fastest remediation strategy when network access has been prohibited to a
user(s)?

F Department by department based rules
" Device specific rules

a

b.

c. ~ Software application specific rules

d F Single Enterprise policy management system
e

" None of the above

8. What is the average cost of a security breach?

a. (_$500 per record
b. [$1.50 per record
c. (:Between $90 and $305 per record

9. Which is the better method of protecting a network-attached asset?

a. C Applying controls at the asset itself
b. F Applying controls that prohibit unauthorized people from seeing the asset.

[ Compute Your Score! ]

Check out the correct answers -- left-click/option-click between the below brackets
and highlight with your mouse to read:
[1:e, 2:b, 3:b, 4:a, 5:a, 6:d, 7:d, 8:c, 9:b]
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